Abstract-We demonstrate the feasibility of a spoofing attack on the GPS receiver of a phasor measurement unit (PMU). We formulate the attack as an optimization problem where the objective is to maximize the difference between the PMU's receiver clock offset (with respect to the GPS time measured by the onboard satellite clocks) before and after the attack. Since the PMU uses this clock offset to compute a synchronized time stamp for its measurements, an error in the receiver clock offset introduces a proportional phase error in the voltage or current phase measurements provided by the PMU. For the most general case, the decision variables in the optimization problem are the satellites' ephemerides, pseudoranges, and the receiver's Earth-Centered Earth-Fixed (ECEF) coordinates. The constraints are cast such that the decision variables and the satellite positions computed from the solution of the optimization problem are close to their pre-attack values, so as to avoid possible detection schemes that check for large jumps in the values of these variables. We show that the spoofing attack is feasible for any number of visible satellites. As an illustration of the impact of such spoofing attacks, we present simulation results in which the attack induces errors in a real-time voltage stability monitoring algorithm that relies on the phase information from measurements provided by PMUs.
I. INTRODUCTION
U NDER the US-DOE Smart Grid vision [1] and its European counterpart [2] , electric power systems are undergoing radical transformations in structure and functionality. These transformations are enabled by the integration of new technologies. One such technology that has received considerable attention is the phasor measurement unit (PMU) because of its potential use in real-time monitoring and control (see, e.g., [3] and the references therein). PMUs use the Global Positioning System (GPS) to establish synchronized positive sequence phasor voltage and current measurements [3] . In essence, by acquiring signals transmitted by the GPS satellites and decoding their data, the GPS receiver of a PMU estimates its own position and the offset of its clock with respect to the GPS time measured by the onboard satellite clocks. This essentially enables all the PMUs across a wide geographical area to synchronize their clocks and derive a Coordinated Universal Time (UTC) time stamp reference.
The first comprehensive assessment of the vulnerabilities in the civilian GPS infrastructure was published in 2001 by the Volpe National Transportation Systems Center [4] . This report concluded that among the different types of attacks, GPS spoofing is the most malicious and difficult to detect. As defined in [5] , spoofing is an intentional interference that misleads a GPS receiver into tracking counterfeit GPS signals. One plausible spoofing method uses a GPS simulator to generate rogue GPS signals matching the genuine signals' phase, code delay, and encoded data [5] . The spoofer gradually increases its transmission power until the GPS receiver locks onto the malicious signals, at which point the victim receiver is fully under the spoofer's control. While major GPS receiver manufacturers have been warned about the lack of effective countermeasures against civilian GPS receiver spoofing, little has been done to address such deficiencies in security [5] ; furthermore, most of the civilian GPS receivers on the market today do not have the capability of detecting these spoofing attacks.
Since PMUs use GPS signals to derive a UTC time stamp, they are vulnerable to spoofing. In particular, a spoofing attack can cause the GPS receiver of a PMU to compute an erroneous clock offset, resulting in an erroneous time stamp calculation, which in turn introduces an error in the PMU's phase measurement. Applications in power systems that rely on PMU measurements that may be vulnerable to GPS spoofing include 1) health monitoring algorithms (see, e.g., [6] , [7] ), 2) automatic closed-loop control systems (see, e.g., [3, Ch. 8] and the references therein), and 3) remedial action schemes (see, e.g., [3, Ch. 9] and the references therein). For example, the authors of [8] present a method in which the phase angle measurements from the PMUs are used for wide area stability control of the system; the method provides rapid generator tripping and reactive power compensation switching for transient stability and voltage support. The authors of [9] provide remedial action schemes that determine the severity of a system disturbance by computing the velocity of the phase angles measured by the PMUs and if the velocity is greater than the critical velocity, tripping of generators or transmission lines is initiated.
In this paper, we investigate the feasibility of an attack on the GPS receiver of a PMU. We formulate the attack as an opti-mization problem where the objective is to maximize the difference between the PMU's receiver clock offset (with respect to the GPS time measured by the onboard satellite clocks) before and after the attack. We perform the optimization for a given instant in time, which is the time when the spoof is to be implemented. The decision variables in this optimization problem are the satellites' ephemerides, 1 pseudoranges, 2 and the receiver Earth-Centered Earth-Fixed (ECEF) coordinates. Additionally, in order to capture the possibility that the GPS receiver may implement some form of spoofing detection scheme (we elaborate further later in the paper), in the aforementioned optimization problem, constraints are placed on the values that all the decision variables can take.
The problem of spoofing the GPS receiver of a PMU has also been recently addressed in [11] . In this paper, the authors propose an attack method that consists of time shifting the satellites' signals through a delay without making any changes to the data encoded in the signal. This form of spoofing, referred to as a replay attack, causes the receiver to overestimate the time of signal transmission, resulting in an incorrect receiver clock offset calculation. In contrast, our spoofing attack method relies on modifying the encoded data without modifying the underlying signal characteristics (although later in the paper, we show that our formulation also encompasses the replay type attack like the one proposed in [11] ). As such, we do not expect to be bound by the bandwidth of the receiver tracking loops, but by the rate at which the GPS receiver incorporates new ephemerides and the rate at which the PMU updates its time stamp based on the timing output of the GPS receiver. As we show through numerical examples, an advantage of our proposed data-level spoofing scheme is that, for an arbitrary number of spoofed satellite signals, our scheme also has the additional advantage of being able to introduce a receiver clock offset error without significantly changing the computed receiver position from its pre-attack value, which is important for avoiding detection. On the other hand, with the spoofing scheme in [11] , it is not possible to keep the computed receiver position close to its pre-attack value with only a few of the visible satellites' signals compromised because the spoofer can only control the signals' delay but not their data content.
For the specific spoofing attack method presented in this paper, we show that the error introduced in the receiver clock offset can be as high as 2.3 ms, which corresponds to 14% of a cycle for a 60-Hz sinusoidal signal. As an illustrative example, we study the impact of the proposed spoofing method on health-monitoring algorithms that depend on the PMUs' phase measurements. In particular, we show how the introduced phase errors can cause false alarms or misdetections on the estimation of voltage stability margins provided by algorithms that rely on the computation of Thévenin equivalents from measurements provided by PMUs [12] . Another instance of the impact on PMUs from GPS receiver spoofing is illustrated in [13] , where the authors showed that alterations to the PMU's receiver clock offset can hamper the performance of algorithms for fault location and oscillation mode monitoring; however, the work in [13] stops short of discussing how to alter the receiver clock offset through a spoofing attack.
The remainder of this paper is organized as follows. In Section II, we describe the algorithm that a GPS receiver uses to compute its position and time offset. In Section III, we formulate the proposed spoofing attack method; while in Section IV, we illustrate its impact on an algorithm for voltage stability monitoring. Section V provides ideas for designing systems to detect such attacks. Concluding remarks are presented in Section VI.
II. PRELIMINARIES
In this section, we explain how a GPS receiver computes its position and clock offset given the satellites' ephemerides and pseudoranges. The relation between the satellite's ephemerides and satellite position is also explained.
A. GPS Receiver Position and Time Synchronization Error
Given the satellites' positions and the times at which the signals containing the data used to compute these positions were broadcast, the GPS receiver can compute its location through a process known as trilateration [14] . Through this process, the receiver computes an estimate of its distance from the satellite by taking the difference between the time of signal transmission and reception and multiplying that by the propagation speed, which is assumed to be the speed of light. If the satellite clock and the receiver clock were perfectly synchronized, this computation yields the true satellite-to-receiver range, and three satellites would be sufficient for the receiver to compute its ECEF coordinates. In reality, this is not the case as the receiver clock has an offset, , from the GPS time, , that arise from the internal hardware bias of the receiver clock oscillator. 3 The receiver clock offset, , is not known a priori by the receiver; thus, the quantity that the GPS receiver computes by multiplying the estimated time of GPS signal transmission (derived from the unsynchronized receiver and satellite clock) and the propagation speed is not the true range between the satellite and the receiver; instead, this quantity that the receiver computes is referred to as the pseudorange [10] . Thus, in order for the GPS receiver to compute its position (in ECEF coordinates), it also needs to estimate the unknown ; this means that the receiver needs to track at least four visible satellites. Next, we summarize how the receiver handles the cases of four visible GPS satellites and more than four visible satellites.
1) Four Visible Satellites: For a given time, let and be the th satellite's pseudorange and true range, respectively, , and be the th satellite's ECEF coordinates, , and 3 By assuming that the receiver clock offset is constant across all receiver channels, the GPS time can be expressed as , where denotes the receiver clock time [14] . The UTC, denoted by , which is used for PMU time synchronization [15] , is offset from GPS time,
, by an integer number of leap seconds, , i.e., ; as of July 1, 2012, s.
be the receiver's ECEF coordinates, m/s, and be the receiver clock offset. Then (1) where (2) The satellite coordinates , and are computed by the receiver through a set of parameters contained in the GPS signal known as the ephemerides (described in detail later). As stated earlier, for each satellite , the GPS receiver computes the corresponding pseudorage, , by multiplying the estimated GPS signal transit time (derived from the unsynchronized receiver and satellite clock) with the speed of propagation, . In the four visible satellite case and assuming no noise in the measurements and a propagation medium that is vacuum, the receiver location and the clock offset can be obtained by solving (1), as the number of unknowns is equal to the number of equations. This system of nonlinear equations is solved by the GPS receiver through a nonlinear solution method (e.g., Newton-Raphson).
2) More Than Four Visible Satellites: When there are more than four satellites visible, as is almost always the case, in (1) we have that , with , resulting in an overdetermined system. In this scenario, , and are obtained by solving a least squares errors (LSE) problem:
where denotes the number of visible satellites. The GPS receiver solves the LSE problem of (3) using a numerical method (e.g., Gauss-Newton).
B. GPS Ephemerides
The ephemerides are a set of parameters that allow the receiver to compute a satellite's position for any time. Up-to-date ephemerides are typically uploaded from the GPS control segment to the satellites once per day and then broadcast to the receiver as part of the navigation data signal. A description of the ephemerides and their role in calculating a satellite's position is presented next. [Interested readers are referred to [16] for a complete description of the ephemerides and how a GPS receiver uses these ephemerides to compute the position of a satellite.]
An accurate characterization of the GPS satellites' orbits is essential for determining the receiver's position. In the absence of external perturbations (classic two-body problem), and given the initial time, the trajectory of a satellite can be specified by six constants of integration known as the Keplerian elements [14] . In order to describe a satellite's orbit even more accurately under non-ideal conditions, additional forces acting on the satellite must be considered. These forces include the so-called third-body gravitation from the Sun and the Moon, solar radiation pressure, and the Earth's tidal variations, among others. Although the accelerations from the other perturbing forces are small compared to the gravitational acceleration of the Earth, their effects do add up to significant changes over an extended period of time [14] .
While it is still possible to completely characterize the satellite's motion under full perturbation with the Keplerian elements, these parameters are no longer constants but depend on time. A reference time known as the epoch is established to characterize the dependence with time of the Keplerian elements. At the epoch, the six Keplerian elements are such that they describe the satellite's orbit exactly, but as time progresses, the computed position and velocity vectors deviate from the actual position and velocity vectors [10] . In order to account for these deviations, parameters that characterize how the Keplerian elements change over time are added to the satellite's navigation signal. This expanded parameter set which contains the Keplerian elements is known as the satellite's ephemerides; at any given time, the GPS receiver uses these ephemerides to compute the position of the satellite.
Next, we provide a compact description of the functional relation between the ephemerides and the satellite position; this functional relation is later used when formulating our spoofing attack method. Let denote the th ephemeride of the th satellite and define to be the vector that contains the ephemerides broadcast by the th satellite. Then, we can express the ECEF position of the satellite as a function of such that (4) where the functions , and can be extracted from the information provided by [16, Table 20 -IV].
III. GPS RECEIVER SPOOFING AND IMPACT ON THE PHASE INFORMATION PROVIDED BY PMUS
Time synchronization across PMUs is crucial for obtaining accurate phasor angle measurements. In this section, we first discuss how errors in the GPS clock offset arising from a spoofing attack affect PMU time synchronization, and thus the phase information provided by a PMU. Then, we formulate an optimization problem, the solution of which provides a method to spoof a GPS receiver with the intent of introducing an error in the clock offset. In subsequent developments, denotes a vector, the th entry of which is denoted by . The pre-attack value of a vector is denoted by ; similarly, the pre-attack value of a real-valued variable is denoted by .
A. Impact of Clock Offset Errors on PMU Phase Information
A GPS simulator can simulate a rogue GPS navigation data signal and cause the GPS receiver of a PMU to latch onto the new signal by gradually overpowering the authentic GPS signal, thus forcing the receiver to compute an incorrect receiver clock offset. In the following developments, we assume that the maximum receiver clock offset from its pre-attack value is not large enough to cause a phase-wrap of in the phase measurement provided by the PMU. Therefore, for demonstrating the feasibility of an attack on PMU time synchronization (and phase measurements), we seek to maximize the absolute difference between the receiver clock offset, , (post-attack) and its pre-attack value . For a 60-Hz signal, the PMU's phase measurement error, , is related to the receiver clock offset error as follows:
(5) Fig. 1 conceptually shows a three-bus system with PMUs at each bus. A voltage phasor is measured at each bus and timestamped using the reference time signal . Under normal operation, this time stamp is common to all three buses and provides the synchronization of the PMUs' phasor measurements. Fig. 2 shows the result of a GPS spoofing attack on bus 2 of the three-bus system. The receiver clock offset, , is shifted from its pre-attack value of , causing a proportional error in the estimate of . Consequently, the erroneous time stamp, , used by the PMU of bus 2 results in an incorrect phase estimate, which causes the measurements provided by this PMU to loose synchronization.
B. Spoofing Attack Formulation
We are interested in determining the maximum phase error that can be introduced in a PMU's phase measurement by spoofing the GPS signal. To this end, the difference between the spoofed clock offset and the pre-attack clock offset is maximized, while considering the possibility that the GPS receiver may implement some form of spoofing detection scheme. Specifically, we assume that these detection schemes preclude certain variables from being perturbed arbitrarily. In the most general case, this imposes upper bounds on the absolute value of the difference between: 1) the actual receiver position (as computed by the authentic GPS signals) and the receiver position computed with the spoofed GPS signals; 2) the actual ephemerides and the spoofed ephemerides; 3) the actual satellite positions and the spoofed satellite positions (as computed using the spoofed ephemerides); 4) the actual pseudorange and the spoofed pseudorange (i.e., caused by a replay attack as in [11] ). For example, for the absolute value of the difference of the pre-and post-attack receiver position, a possible upper bound would be such that the change in the post-attack receiver position is below the accuracy level of the position provided by the GPS receiver. Additionally, for the absolute value of the difference of the actual satellite positions and the spoofed satellite positions, a possible upper bound would be such that the change in the computed satellite position after spoofing is below the margin of error of the GPS almanac. 4 In the optimization problem, the decision variables are the ephemerides, pseudoranges, and the receiver position.
1) Four Visible Satellites:
We can obtain the expression for by summing the expressions in (1) and solving for , which results in (6) where , and . For clarity, we have explicitly written out the dependence of on the satellite position vector, , and the receiver position vector . The relations for , and in are as defined in (4), which depend on . Thus, for the four visible satellite case, the maximization of the clock offset error is given by (7) where is a vector containing the th satellite's ephemerides. The differences between the decision variables ( , and ) and their pre-attack values (denoted by *) are bounded by , and , respectively. We also bound the change in the satellite position, , by . As discussed earlier, these bounds are specified to demonstrate that the spoofing can still succeed even if the receiver checks for large deviations in the values that these variables take with respect to their pre-attack values as a possible countermeasure to detect spoofing (i.e., one possibility to detect large deviations in the satellites' positions is through the GPS almanac). If the receiver does not check for abrupt changes as a way to detect data spoofing, then these bounds can be relaxed to positive infinity. In addition, the algebraic relations in (1) must also be satisfied; hence they are included in (7) as equality constraints.
Example 1 (Four-Satellite Spoofing): In order to illustrate the ideas discussed above, we simulate a spoofing attack on four satellites. We assume that the perturbation of each of the satellites' ephemerides is limited to % of their pre-attack value and the GPS receiver location is restricted to vary at most 15 m from its pre-attack position. We also do not impose any constraints on the changes in the satellite's position, (i.e.,
) and restrict the changes in pseudorange to zero (i.e., ), as to mimic a true data-level spoofing scheme. The optimization problem in (7) is computed for 24 time instances. Solutions for both position and clock offset of the spoofed receiver are plotted along with the corresponding pre-attack solutions in Fig. 3 . The attack occurs 24 s into the simulation. In Fig. 3(a) , it is observed that the jumps in the ECEF coordinates of the receiver due to the spoofed ephemerides are indeed within the 15 m bounds specified by the constraints. Therefore, if the threshold for detecting an attack is greater than 15 m, then such spoofing would not be detected. Fig. 3(b) shows the change in the clock offset from the spoofing attack and the resulting phase angle error.
2) Four Visible Satellites: In this case, the system is overdetermined and, in general, an exact solution to (1) no longer exists. Therefore, in the optimization problem of (7), the constraints arising from (1) should be replaced by the LSE condition in (3). Since (3) itself is an optimization problem, it cannot be readily stated as a regular constraint. However, we can exploit this fact and replace the constraints of (1) in the spoofing attack formulation of (7) with the first-order optimality conditions of the LSE problem: (8) where (9) Proceeding as in the four visible satellite case, the variable in the objective function can be solved from any of the expressions in (9); For example, by using , we obtain (10) The problem of maximizing the receiver clock offset when more than four satellites are visible can then be described as (11) Note that in (11), if we relax the bounds and to positive infinity and restrict and to 0 (no data-level spoofing), then we obtain the spoofing attack scheme proposed in [11] .
Example 2 (Seven-Satellite Spoofing): The problem in (11) is solved for (i.e., seven visible satellites) assuming the same bounds on the receiver position, satellite positions, ephemerides, and pseudoranges as Example 1. The results from the simulation are shown in Fig. 4 . The phase angle error resulting from these attacks can be as high as 52 , which corresponds to 14% of a full cycle for a 60-Hz system. Fig. 5 shows the receiver clock offset and the resulting PMU phase error for both the four and seven visible satellite spoofing attacks. Comparing the two plots, it can be seen that the maximum phase errors that can be introduced under the same constraints for each satellite are nearly the same. 
C. Replay Spoofing Attack Formulation
Here, we show how the replay spoofing attack reported in [11] can be cast into the optimization formulation of (11) by restricting the decision variables to only be the pseudoranges, . In practice, this corresponds to not changing the ephemeris data contained in the GPS signals. The result is that the signals broadcast by the spoofer are simply delayed versions of the authentic GPS signals, causing the receiver to erroneously estimate the pseudoranges. [In practice, the success of a replay spoofing attack is also contingent upon hardware limitations such as the receiver's ability to keep lock on the spoofed signal [11] .] Then, the problem of maximizing the receiver clock offset can be described by (12) Next, we simulate two different replay attacks by using (12) and compare the results with the more general data-level attack method formulated in (11) . We show that for an arbitrary number of spoofed satellite signals, our data-level spoofing scheme also has the advantage of being able to introduce a receiver clock offset error without significantly changing the computed receiver position from its pre-attack value. In contrast, a replay attack does not maintain the receiver position close to its pre-attack value when the number of spoofed satellites is small relative to the number of satellites being tracked by the receiver; then, since a PMU is stationary, the receiver may easily detect that its being spoofed by comparing the position it estimates against its a priori known position.
Example 3 (Single-Satellite Replay Attack): Suppose the receiver is receiving signals from seven visible satellites and we spoof one of the seven satellite's GPS signal using the attack method of (12) . Without loss of generality, assume that the spoofed satellite is the one that corresponds to index . In (12), we impose m and solve the optimization problem to obtain s. Fig. 6(a) shows the receiver's computed position before and after the replay attack, which happens at s. The receiver's ECEF coordinates all experienced a shift of more than 500 m; thus, if the receiver were checking for such large changes in its position as a spoofing detection scheme, then this attack would not have succeeded. Fig. 6(b) shows the resulting receiver clock offset error and the phase angle error, which is a mere 0.08 . From the results, we conclude that a replay attack of a single satellite's GPS signal does not introduce significant errors in the receiver clock offset; instead, the errors manifest in the receiver's position. For comparison, we also simulated a data-level spoofing of a single satellite (among seven visible satellites) by solving (11) with the ephemeris of one satellite perturbed. This spoofing attack results in a clock offset error of ms, which in turn results in an error of 12 in the PMU phase information. In this case, the receiver position before and after the attack is within 15 m. This lends support that our more general spoofing method can cause significant phase error in the PMU's measurements without forcing the calculated receiver position to change perceptibly from the actual receiver position.
In the next example, we show that for a replay spoofing attack to be able to significantly affect the clock offset computation while keeping the GPS receiver position close to its pre-attack value, it is necessary to spoof the signals of several satellites at the same time; this is essentially the spoofing attack method reported in [11] .
Example 4 (Seven-Satellite Replay Attack): In this example, we simulate a replay attack on all seven visible GPS satellite signals. In order to obtain a delayed signal by up to 1 ms, we need to allow an error in the pseudorange calculation of up to 300 km with respect to its pre-attack value. Fig. 7(a) shows the receiver's computed position, which changes less than 1 m as a result of the attack. If the receiver were checking for large changes in its position (greater than 1 m) as a spoofing detection scheme, then this attack would have evaded spoofing detection. Fig. 7(b) shows the receiver clock offset error, which is now 1 ms, and the corresponding phase angle error of more than 20 . This is large enough to induce misreadings in the stability monitoring algorithms we present later. Hence, in order to introduce significant phase error in the PMUs' measurements without large deviations in the computed receiver position using only a replay attack, all seven satellites must be spoofed together. This introduces additional difficulty as it increases the number of channels required for the GPS spoofer; on the other hand, as illustrated in Example (3), our proposed data-level spoofing attack does not face this restriction.
IV. IMPACT OF GPS SPOOFING ON A VOLTAGE STABILITY MONITORING ALGORITHM
In this section, we consider the impact of GPS spoofing on a voltage-stability monitoring algorithm proposed in [12] ; this algorithm relies on the computation of Thévenin equivalents from measurements provided by PMUs. Fig. 8 shows a load bus connected to the rest of the power system represented as a Thévenin equivalent; then, in [12] , the authors argue that the system is stable if the load impedance magnitude is larger than the Thévenin impedance magnitude. Let denote the voltage phasor at the load bus and denote the current phasor into the load. From two pairs of PMU measurements, and applying KVL, the Thévenin impedance, , can be computed as (13) Fig. 9 . Pre-and post-attack load and Thévenin impedances.
Now suppose that a spoofing attack on the PMU's GPS receiver introduces a phase error of in the second pair of phasor measurements. The post-attack measurements can be related to the pre-attack measurements as follows: (14) Then, the post-attack Thévenin impedance, , is given by (15) We show next how this phase error, , can induce false alarms or misdetections in voltage-stability margin estimations. Consider the standard 3-machine, 9-bus WECC system model (see [17] for a description and parameters). We increase the loads from the base power flow solution in increments of 1% and compute the corresponding Thévenin and load impedance magnitudes at bus 5, denoted as and ; the results are displayed in Fig. 9 with dashed (red) and dotted (blue) plots, respectively. As evidenced from the figure, the magnitudes of the Thévenin and load impedances are approximately equal as the system approaches instability, which is supported by the maximum power transfer theorem. Now suppose that with a loading of 108% of the base case load, we spoof the phasor angles of the PMU's measurements by ; the resulting Thévenin impedance magnitude, denoted as , is then computed to be 0.0092 p.u. This case is shown in Fig. 9 by a dash-dot (magenta) line. Notice that with a shift of , the computed Thévenin impedance magnitude is greater than the load impedance magnitude, causing an instance of voltage instability false alarm. When loading is 200% of the base case load, we shift the phasor angles by 2 , resulting in a calculated Thévenin impedance magnitude of 0.0024 p.u., as shown by the solid (red) line in Fig. 9 . We see that the spoofed is much lower than , giving a false sense of stability when in actuality, is already within the instability region. Next, we fix the loading and vary the shift in the phase angles of the PMU's measurements in order to see how the computed Thévenin impedance varies with changes in the phase angles. The results are shown in Fig. 10 . With a base case loading of 108%, we vary the phase angle and compute the corresponding Thévenin impedances. When the phase angle shift is 0 , there is no error in the measurements, and the value of the Thévenin impedance magnitude is correct. When the phase angle shift is below 0 , the Thévenin impedance jumps to value greater than the load impedance, resulting in a voltage instability false alarm. Fig. 10(b) shows the same analysis performed with a loading of 200% of the base case load. From the analysis, phase angle spoofing within a range of (0 -4 ) lowers the Thévenin impedance, which does not properly reflect the system's stressed condition.
V. POSSIBLE COUNTERMEASURES
The effectiveness of the GPS spoofing attacks demonstrated in this paper highlights the need of spoofing detection by PMU receivers. Due to the vast nature of this subject and the rapid developments of recent literature, a thorough treatment of this topic is well beyond the scope of this paper; a good review paper to start with is [18] . Instead, in this section, we provide a broad overview of some of the major techniques currently being developed for possible spoofing detection.
The authors of [19] and [20] recommend the following countermeasures: 1) amplitude discrimination, 2) time-of-arrival discrimination, 3) polarization discrimination, 4) angle-of-arrival discrimination, 5) cryptographic authentication, and 6) signal strength discrimination. Methods 1) and 2) can be implemented in software but only provide a rudimentary defense against spoofing attacks. Methods 3) and 4) require multiple antennas to implement and are ineffective against sophisticated attacks involving multiple rogue GPS transmitters, as discussed in detail in [21] . An extensive review of cryptographic authentication techniques [method 5)] can be found in [22] ; however, cryptographic methods require significant changes to the current GPS signal coding scheme, which is unlikely to happen in the short term [5] . Recent developments in cryptographic methods, such as navigation message authentication (NMA) and signal authentication sequences (SAS) [23] - [25] , allow for minimal modifications to the current system. These schemes are robust against signal spoofing but provide no security against unauthorized signal access.
The attack proposed in this paper would be easily detected by methods 3) or 5) described above, but 4) requires multiple networked antennas, and 5) requires changes to the GPS signal architecture. Several other simple spoofing detection schemes would readily detect the attack proposed in this paper. Consider the case when a receiver is connected to the Internet. It could download the most recent ephemerides from the GPS Control Segment to validate the received navigation data. Since the proposed attack relies on spoofing the ephemerides, a crosscheck would reveal tampering. Of course, the spoofing attack would not be revealed until the online ephemeris data were updated, creating a window of opportunity for the spoofer to cause damage in the system.
Instead of checking against published ephemeris data, the receiver could compare the received navigation data with the almanac, a reduced-resolution but multi-satellite version of the ephemerides that is continually broadcast by every satellite along with its own navigation data. By comparing a computed satellite position with the position expected from the almanac, an aggressive spoof could be detected. However, conservative spoofers could stay below any particular threshold by tightening the constraints on the optimization problem.
Most GPS clocks do not use the receiver clock offset measurement directly, but rather use it to guide an independent crystal-controlled oscillator. Monitoring the discrepancy between the oscillator and the computed GPS time could reveal tampering. Another spoofing detection scheme takes advantage of the fact that the genuine satellite signals, while less powerful than the spoofed signals, are still present. Exact cancellation of the genuine signals would require a complicated spoofer. This technique is known as vestigial signal defense (VSD) and is described in detail in [26] . VSD is software-based and requires no extra hardware. A spoof is detected if additional GPS signals are present in addition to the most powerful ones. The drawback of VSD is that the buried signals are hard to distinguish from multipath interference, but if the GPS receiver is in a static environment (as is the case for PMUs), then multipath effects could be measured and accounted for.
Finally, the proposed spoof would be easily detected in real time if the victim receiver were networked to a trusted GPS receiver at another location. The victim receiver need only validate the navigation data, the current GPS time estimate, or other signal characteristics such as the P(Y) code. The work in [27] shows that spoofing could be revealed by comparing the P(Y) code between the trusted and victim receivers. Since the P(Y) code is an encrypted military code that is transmitted in quadrature with the civilian GPS code, a spoofed signal could not possibly contain a genuine P(Y) code.
VI. CONCLUDING REMARKS
PMUs provide synchronized real-time measurements of voltage and current phasors across the power system. They rely on GPS signals to time stamp their measurements and, as such, they are vulnerable to spoofing. In particular, a spoofing attack can cause the GPS receiver of a PMU to compute an erroneous clock offset, which in turn introduces an error in the PMU's phase measurement.
This paper demonstrates the feasibility of an attack on PMU phase measurements through spoofing the ephemerides contained in the GPS signal. An optimization algorithm that maximizes the error in the receiver clock offset while maintaining the computed receiver position close to its pre-attack value is proposed. In the general formulation of the problem, constraints can be added to the decision variables to prevent them from changing significantly as compared to their pre-attack values, since any large, abrupt changes could alarm the receiver of spoofing. When four satellites are visible and the measurements are free of noise, an exact solution to the optimization problem can be found. In the case of more than four satellites, an LSE solution to the optimization problem is formulated with the least squares condition recast into a first order optimality constraint. The feasibility and effectiveness of the proposed spoofing method is demonstrated through multiple simulations of four and seven visible satellite cases.
Subsequent experimental work includes a physical demonstration of this attack on a PMU by building a GPS spoofer. The optimization algorithm will be used to compute the optimal spoofing method for a particular time well in advance of the spoofing attack. The solution of the optimization problem can then be downloaded onto the GPS simulator for execution at a later time. Given the feasibility of such an attack, the effects of erroneous phase measurements must be assessed and countermeasures be developed.
